Homerton Early Years Centre 
Data Protection Policy
Introduction 
The Data Protection Act 1998 came into force on 1 March 2000. It sets out what can and what cannot be done with personal data that is information about living individuals. Homerton Early Years Centre is placed under a legal obligation to comply with the provisions of this Act. 
The Eight Principles 
The Act is based on eight data protection principles: 
1.   Data must be processed fairly and lawfully. 
2.   Personal data shall be obtained only for one or more specific and lawful purposes. 
3.   Personal data shall be adequate, relevant and not excessive in relation to the purpose(s) for
       which they are processed. 
4.   Personal data shall be accurate and where necessary kept up to date.
5.   Personal data processed for any purpose(s) shall not be kept for longer than is necessary for
      that purpose. 
6.   Personal data shall be processed in accordance with the rights of data subjects under the
      1998 Data Protection Act. 
7.   Appropriate technical and organisational measures shall be taken against unauthorised or

      unlawful processing of personal data and against accidental loss or destruction of, or 
     damage to, personal data. 
8.  Personal data shall not be transferred to a country outside the EEA, unless that country or
      territory ensures an adequate level of protection for the rights and freedoms of data
      subjects in relation to the processing of personal data. 
Commitment to the Protection of Personal Information 
Homerton Early Years Centre needs to collect and use certain types of information about people with whom it deals in order to operate effectively. These include pupils, parents, guardians, staff, governors, suppliers and others with whom it communicates. In addition, it is required by law to collect and use certain types of information to comply with the requirements of government departments. 
This personal information must be dealt with properly and securely regardless of what method is used for its collection, recording or use - whether this is paper, a computer system or any other material. There are safeguards to ensure that the processing of such information is carried out in a proper fashion and these are contained in the Act. 
This policy does not seek to convey the whole legislation to its readers, rather to acquaint them with the main provisions and to demonstrate that Homerton Children's centre has a commitment to those provisions.  Further detailed information relating to data protection legislation can be obtained from the  LA  County Council's  Data Protection Officer. 
Homerton Early Years Centre regards the lawful and correct treatment of personal (information as very important to the successful and efficient performance of its functions and to maintaining confidence between those with whom we deal and ourselves. We ensure that our school treats personal information lawfully and fairly. 
Standards and Responsibilities 
Homerton Early Years Centre will, through appropriate management and adherence to agreed procedures deliver best practice: 
• The Centre has a legal responsibility to comply with the Data Protection Act. The 
Centre, as a corporate body, is named as the Data Controller under the Act. Data Controllers are people or organisations who hold and use personal information. They decide how and why the information is used and have a responsibility to establish workplace practices and policies that are in line with the Act. 
• It will manage and process personal data properly
• It will protect the individual's right to privacy and only share personal information with others when it is necessary and legally appropriate to do so
• It will provide an individual with access to all personal data held on them
• It will ensure that the rights of people about whom information is held can be exercised. These include the right to be informed that processing is being undertake; the right to access one's personal information and know how this information will be used and with whom it may be shared; the right to prevent processing in certain circumstances and the right to correct, rectify, block or erase information which is regarded as wrong. 
•It will observe fully the conditions relating to the fair collection and use of personal
information.
• It will meet its legal obligations to specify the purposes for which the information is used. 
• It will collect and process appropriate information, but only that which is necessary to its operational needs, or meets its legal requirements. 
•It will ensure the quality of information used. 
• It will apply strict checks to determine the length of time information is held and to ensure that it will be disposed of when no longer required with due regard for its sensitivity. 
• It will ensure that when information is authorised for disposal it is done appropriately 
• It will take appropriate technical and organisational measures to safeguard personal information. 
• It will ensure that personal information is not transferred abroad without suitable safeguards. 
This policy will be updated as necessary to reflect best practice or amendments made to the Data Protection Act 1998. 
Management Arrangements 
Homerton Children's Centre will ensure that: 
• Someone is nominated to hold specific responsibility for data protection within the school (head of centre).
• Everyone managing and handling personal information understands that they are responsible for following good data protection practice.
• Everyone managing and handling personal information is appropriately trained to do so.
• Everyone managing and handling personal information is  appropriately supervised.
• Anyone wanting to make enquiries about handling personal information knows what to do.
• Queries about handling personal information are promptly and courteously dealt with.
• Methods of handling personal information are regularly assessed and evaluated.
The following are some exemplars of our practice:-

requiring all visitors to sign in the visitors book and wear a visitor badge to ensure there is knowledge of all personnel on site 

ensuring that the inner door is shut and secure during school time 

ensuring that all written confidential information is contained in lockable 

fireproof cabinets with key holders limited to head teacher and bursar 

ensuring there is password protection on all computers containing information and data 

ensuring that passwords are restricted to named members of staff 

ensuring that other staff, visitors and parents do not have access to any machines holding data 

siting computers containing data so there is no visible access to information on screen for visitors etc 

requiring all information to be regularly backed up 

storing all back-up software on Central Hosting 

keeping all confidential information within Central Hosting 

ensuring all emails containing personal or confidential information will be sent through our secure email system 

ensuring no personal or confidential information will be sent through texts 

ensuring there is virus protection on all computers 

ensuring there is child-lock protection on classroom computers 

ensuring that record keeping on each child is kept as confidential information and shared only with parents or other professionals 

ensuring staff and parents are aware that names/telephone numbers and addresses 
of parents cannot be divulged to others without permission from the parent 
concerned 

ensuring that the awareness of the needs for confidentiality is reinforced at all times in the setting and is integral to the staff's professionalism 
ensuring that the school is locked and security system is activated when the premises are empty 

and only named people have keys and security passwords for access 

ensuring that all staff and governors have relevant training and have read the data protection policy 

Appendix 1 

Procedures for responding to subject access requests made under the Data Protection Act 1998 

Rights of access to information 

There are two distinct rights of access to information held by Centres: 

1. Under the Data Protection Act 1998 any individual has the right to make a request to access the personal information held about them. 

2. The right of those entitled to have access to curricular and educational records as (defined within the Education Pupil Information (Wales) Regulations 2004. 

These procedures relate to subject access requests made under the Data Protection Act l998. 

Actioning a subject access request 

l.  Requests for information must be made in writing; which includes email, and be addressed to the Head of Centre. If the initial request does not clearly identify the information required, then further enquiries will be made. 
2.  The identity of the requestor must be established before the disclosure of any information, and checks will also be carried out regarding proof of relationship to the child and/or identity. 
3.  Any individual has the right of access to information held about them. However with children, this is dependent upon their capacity to understand (normally age 12 or above) and the nature of the request. The Head of Centre should discuss the request with the child and take their views into account when making a decision. A child with competency to understand can refuse to consent to the request for their records. Where the child is not deemed to be competent an individual with parental responsibility or guardian shall make the decision on behalf of the child. 

4.  The centre may make a charge for the provision of information, dependant upon the following:
•  Should the information requested contain the educational record then the amount charged
    will be dependant upon the number of pages provided. 

•  Should the information requested be personal information that does not  include any
    information contained within educational records Homerton will charge £10 to provide it. 
• If the information requested is only the educational record viewing will be free, but a charge not exceeding the cost of copying the information can be made by the Head of Centre. 
5.  The response time for subject access requests, once officially received, is 40 days (not working or centre days but calendar days, irrespective of centre holiday periods). However the 40 days will not commence until after receipt of fees or clarification of information sought 

6.  The Data Protection Act 1998 allows exemptions as to the provision of some information; therefore all information will be reviewed prior to disclosure. 

7.  Third party information is that which has been provided by another, such as the Police, Local Authority, Health Care professional or another Centre.  Before disclosing third party information consent should normally be obtained. There is still a need to adhere to the 40 day statutory timescale, 

8.  Any information which may cause serious harm to the physical or mental health or emotional condition of the pupil or another should not be disclosed, nor should information that would reveal that the child is at risk of abuse, or information relating to court proceedings. 

9.  If there are concerns over the disclosure of information then additional advice will be sought. 

10.  Where redaction (information blacked out/removed) has taken place then a full copy of the information provided should be retained in order to establish, if a complaint is made, what was redacted and why. 
11.  Information disclosed should be clear, thus any codes or technical terms will need to be clarified and explained. If information contained within the disclosure is difficult to read or illegible, then it should be retyped. 
12.  Information can be provided at the centre with a member of staff on hand to help and explain matters if requested, or provided at face to face handover. The views of the applicant should be taken into account when considering the method of delivery. If postal systems have to be used then registered/recorded mail must be used. 

Complaints 

Complaints about the above procedures should be made in accordance with the centre's complaints procedure. Complaints which are not appropriate to be dealt with through the Centre's complaint procedure may be dealt with by the information Commissioner. Details of both will be provided with the disclosure information. 
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